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Abstract — The research explores the correlation between
the occurrence of an attack and changes in the entropy
properties of network traffic. The input data represents a
sample of the network communication activity of the IloT
control system, and the attacks that have been realize on it.
Network traffic is filtered from service information and
digitized by frequency analysis of the content of each recorded
packet. This process allows to save the key properties of the
traffic. The data is being aggregated by the cumulative
function. Then samples can be calculated according to the
principle of a sliding window. The window shifts with a set
time step, which supports with dynamic monitor changes in
network traffic and identify potential threats in real time. Each
sample represents a divergence of the distributions. There is no
anomaly in traffic if the difference in the distributions is close
to zero. The sensitivity of the algorithm to anomaly detection
depends on the choice of parameters such as the length of the
aggregation time interval, the sliding window dimension, and
the offset step. It is expected that the obtained measures of
dependence of casual processes allows it resource-efficient and
more effective to determine the fact of intrusions into 1loT
systems than signature analysis. Such algorithm can potentially
increase the level of security and resistance to attack, which is
particularly important in the face of growing threats in digital
environment.
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I. INTRODUCTION

Industrial Internet of Things technologies (1loT) are
being actively implemented in the manufacturing processes
of various critical industries such as energy, transport,
healthcare etc [1]. Such systems provide the ability for
autonomous  monitoring,  reduce  production  and
management costs, and optimize resource utilization. Using
control nodes allows operating devices of I10T remotely [2—
3]

Network accessibility of 1loT-components increases the
risk of implementation  cybersecurity incidents.
Unauthorized access causes unavailability of services and
creates uncontrollable processes that can lead to economic
as well as environmental disasters.

IDS (Intrusion Detection System) and IPS (Intrusion
Prevention System) are designed to protect the infrastructure
from network attacks. Their mechanisms rely on signature
and behavior analysis of all packets in traffic. Their
efficiency is highly dependent on a current and
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comprehensive knowledge base of known threats. However,
if the threat is unique and specific, the detection of such
anomalies can be very challenging.

It is possible to get network data from IloT infrastructure
with the development of virtualization technologies. The
network record contains various attacks, which are classified
according to the tactics and techniques of the attackers.
Given that categorization, it is possible to analyze both the
general activity and the network activity of its individual
components.

This research provides the use of statistical methods to
detect specific traffic abnormals. Anomalies can be caused
either by malicious activity or by system and service
misconfigurations. Nevertheless, if anomalous traffic
behavior is detected, we assume that there may be
potentially illegal activity that requires further analysis. The
method is based on the calculation of entropy divergence.
The entropy estimation method uses overlapping intervals,
which allows both adaptation and preservation of
information about traffic behavior over past time periods.
The calculation of divergence allows us to realize the
differences between typical and abnormal patterns of
network traffic dynamics.

The purpose of the research is to identify anomalies and
patterns in network traffic by estimating entropy, which
indicates potential threats to the security of Industrial
Internet of Things control systems. It is expected to evaluate
the expediency of using entropy to analyze suspicious
activity, as well as to identify the possible relationship
between the divergence parameters and correctness of
detection.

The security of 10T network systems is still fraught with
fundamental problems due to a number of features, despite
significant advances in corporate cyber defense. A sufficient
part of recent investigations is devoted to statistical methods
for detection network anomalies. It has different approaches
to searching for suspicious behavior due to the wide
variability in the characteristics of network flow and ways to
evaluate randomness. The focus will be on studying and
collecting the required parameters and calculation methods
to receive consistent characteristics that form the basis for
analyzing their origin. This literature review looks at the
ways of selecting special data from network packets,

LITERATURE REVIEW



© CHUCTEMHAS UH)XEHEPUS U VHO®OKOMMYHUKALINN. 2025, Nel (1) https://sys-engine.ru

estimation of a state of disorder and metrics indicating an
anomaly.

The article [4] analyzes delays in updating signature
databases for network intrusion detection systems (NIDS)
and highlights their weakness. It indicates the inability to
counter threats when the attack is already known in the
absence of detection rules. This highlights the limitations of
signature-based methods, which makes entropy-based
anomaly detection a more effective alternative for
identifying new and unknown threats in real time.

The choice of the method and its criteria has been
studied in many researches. The uncertainty measure was
calculated according to the theorems of Shannon, Renyi, and
Tsallis. The results of the calculations showed that Renyi
and Tsallis entropy demonstrate more accurate
measurements [5]. Moreover, Shannon’s entropy illustrates
a higher percentage of false positive results than others. The
high accuracy is achieved by the choice of a parameter. It is
assumed that the values in the range [-2, 2] are optimal, but
it must be selected for each type of attack.

Abnormal activity detection requires exact metrics. The
EWMA model [6] predicts anomaly based on historical
activity and considers dynamic threshold by using time
fixed window function. This method is better adapted to
changes and has higher precision. This is explained by the
concept of a time interval selection, which updates every
step, allowing to evince changes in activity more sensitively.

It is also important to select certain attributes from
network packets. They contain fields of the recipient,
sender, transmitted data, and service details. The considered
technique of detecting DDoS [7] uses the sender's IP-
address, flags, and packet’s length. The IP-address of the
source node can be spoofed during the attack. Therefore,
further analysis showed that using packet’s length and flag
categorizes illegal network traffic more precisely.

Other researchers suppose that the payload of packets [8]
an provide valuable insights into network behavior. In this
case, changes in entropy can be caused by encryption
session absence. Investigators analyzed large datasets of
packet data containing legitimate service activity and came
up with the conclusion that their entropy value is
approximately equal. However, there are some inaccuracies,
characterized by a lack of consideration for traffic
directions, flags and other special information.

In the next trial, authors add destination addresses and
ports to their methodology [9]. This investigation uses
Shannon’s entropy, which other researchers do not consider
suitable for solving the anomaly search problem. The results
revealed that attacks have an ambiguous impact on entropy
characteristics, which are heavily influenced by the
distribution of normal traffic, the strength of the attack, and
other factors.

As the volume of data continues to grow exponentially,
algorithm optimization issue is a crucial aspect that directly
impacts on the performance of the network analysis tool. A
model called DoDGE [10] considers scalability and assumes
a reduced number of false positives. The method is based on
the analysis of the entropy progression of IP-addresses in
network traffic. At each point, the Tsallis entropy of the
addresses is calculated. Then, a regression line is
constructed from several previous entropy values, and its
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slope is used for analysis. If it goes sharply negative, it
specify a possible DoS attack. However, this suggests an
increase in legitimate traffic if the entropy of the sources
increases symmetrically.

In the context of this research, the authors explored low-
rate DDoS [11] attacks and its influence on entropy
characteristics. The computational methods were performed
on real network data, which were separated into legitimate
and attack traffic. In papers [5, 11], Renyi entropy has
shown the highest level of accuracy with a>1, where a is
some coefficient. Outcomes are different from normal and
anomalous traffic during low-speed attacks, but this result
was achieved over a narrow range of a. In contrast,
Shannon’s entropy was found to be less sensitive in
detecting anomalies because of its more limited flexibility.

The article [12] focuses on detecting flash changes in the
network traffic using Shannon’s entropy time series
analysis. The technique consists of source and destination
IP-addresses, the number of ports, protocols of data
transmitting, and packet size. The method involves dividing
traffic data into fixed time windows, calculating entropy for
each window, and identifying changes by statistical
techniques. The snapshot of network traffic includes DDoS-
attack, the propagation of network worm and different types
of scanning, which is classified as reconnaissance [13].
Thus, it was possible to detect flash events. Unlike the
previous work [11], the current algorithm does not allow for
the detection of long-term and low-rate attacks.

It is important for classification to detect not only the
fact of attack but also its reason. The classification allows to
assess the risk and consequences. This is necessary for
response measures at the time of occurrence and avoidance
of similar events in the future. The correct strategy for
implementing defenses against network attacks is primarily
based on evaluating the existing weaknesses and the
categories of attacks that the infrastructure is vulnerable to.
The paper [14] provides the most comprehensive
classification of 10T network attacks by various categories,
such as: DDoS, IP spoofing, selective forward attack, etc.

I11. METHODS

The aim of this research is detection anomalies and
patterns in network traffic to identify potential threats to
industrial 10T control systems using entropy evaluation. The
source network data is a set of legitimate and attack traffic
generated by an internal and external attacker.

The architecture of lloT infrastructure includes two
ubuntu servers with control, MQTT subscriber and publisher
roles, two attacker virtual machines and two single-board
computers with OpenPLC and Wi-Fi access point roles.
There are attacks categorized as discovery, persistence,
lateral movement, collection, and exfiltration in the
illegitimate part of the traffic [15-16].

The input data needs to be processed for analysis.
Entropy evaluation method uses information about packet
registration time, source IP address, and packet payload.

We use a window that contains the packets recorded
within an input fixed time frame. These packets are
aggregated into a single unit by concatenating their payloads
and using the timestamp of the first packet during the
interval. Then, this window is moved across the entire
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dataset in an input specified time interval. An array of
aggregated data is generated, objects are taken by pairs, and
method calculates their information distance [17].

The information distance formula is based on the Renyi
(1) and Tsallis (2) entropies for a discrete set:
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In these formulas, a and q are independent parameters
calibrated for a more accurate result. Pi represents the
frequency distribution of payload symbols in a single entity
from the aggregated data set.

It is more appropriate to use Renyi (3) and Tsallis (4)
entropy divergences to observe the dynamics of network

traffic:
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Hence, we can calculate the information distance

between nearby entities in the aggregated data array.

IV. RESULTS

During the investigation, the sample and full data were
processed, and the functions for calculating the Renyi and
Tsallis divergences (3), (4) were implemented. Fig. 1 shows
the temporal distribution of entropy divergence. Vertical
lines show activity from the attacker's IP address to calibrate
the method and its parameters.

Fig. 1. Temporal distribution of entropy divergences for the test
data

In the first case, the attack was detected, but in other
cases the activity was legitimate. The calculations were
performed on the test data with parameters a=0.5 and g=0.5,
the time step was 5 min, and the aggregation interval was set
to be equal to 10 min.

It is planned to continue the investigation and obtain
more accurate divergence parameters, as well as optimal
time windows and steps.
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V. CONCLUSION

In summary, using entropy estimates with standard
parameters allowed to obtain many false positives, but also
indicated the real threat.

It becomes clear from a detailed study of numerous
examples that the entropy parameters as well as the time
interval and the step play an important role in the anomaly
detection.

Choosing the exact parameters allow to achieve an
increase in the number of true positives. Therefore, the
method can be integrated into modern intrusion detection
systems, that can mitigate various risks associated with
security threats. Technologies are constantly developed, and
attacks are becoming more and more complex. This research
provides groundwork for a new sight to network security.
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Annomayusn Hccaenyercs 3aBHCHMOCTD MEKIY
BO3HHKHOBEHMEM AaTAaKH W W3MEHEHMSIMH JHTPONMIAHBIX
CBOICTB ceTeBOro Tpaguka. BxogHuble JaHHbIe MPeICTABJSIOT
co00ii o0pa3ubl Tpaduka ceTeBOl CHCTeMbl YNpaBJIeHHS
npomMbinuieHHOro WMHTepHeTa Bellelli M peanusyeMoil Tam
araku. CereBoii Tpaduk OTQPUILTPOBAH OT CIYKeOHOI
uHpopMauun u ouudpoBaH NYTEM YACTOTHOIO AaHAIU3a
CO/ICP’KAHMS KAKI0T0 3allHCAHHOr0 MakKeTa. JTOT Mpouece
MO03BOJIsIeT COXPAHUTD KJII0UeBble cBOlicTBa Tpadguka. /lanHbIe
arperupylorcsi KyMmMyJIATHBHOH ¢yHknueii. 3ateM 0TCYETHI
00paldaThIBAIOTC  METOJOM  CKOJIb3siero okHa. OKHoO
nepeMeniaeTcsi ¢ IaroM BO BpeMeHH, YTO M03BOJIsIeT B PesKHMe
pealbHOT0 BpeMeHH IWHAMHYECKH MOHHMTOPHTh Tpaduk H
HACHTU(PHIHPOBATH NOTEHIUANIbHBIE YIPo3bl. Kaxablii oTcuér
npeacTaBiasier co0o0il AuBepreHumIo pacnpeaejaenuii. Ecim
pa3inyde B pacnpejgeleHUsX O0JIM3K0 K HYJII0, AHOMAJIMH
CYUTAKTCH OTCYTCTBYIOIIMMH. YyBCTBUTEIBHOCTh AJITOPUTMA
K O0HAPY:KEHHI0 AaHOMAJIMH 3aBHCHT OT BbIOOpa mapaMeTpoB,
TAKHX KaK J/UIMHA BPEMEHHOr0 HHTEepBaJla HAKOIICHUS
0TCYéTOB, pa3Mepa CKOJIb3MIIEro OKHA H IIara rnepeMelleHus.
Oxnjgaercs, YT0 MOTyYeHHbIE Mepbl 3aBHCHMOCTH CJIy4aifHbIX
NMPOLECCOB TO3BOJAT ObicTpee M 3 ¢eKTHBHee ONpenesiTh
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(akT BTOp:KEHHIi B cHCTeMBbl NpoMbllLIeHHOro MHTepHera
Bellel, YeM CUIHATYpPHbIH aHajau3. Takoil ajaropuTM moxer
NMOTEHUHAILHO YBEJIMYHUThL YPOBEeHb 0e30MacCHOCTH U 3aIUUTHI,
YTO0 O0CO0CHHO BA’KHO B YCJIOBHSIX HapacTalLUX Yrpo3 B
uu(poBoii cpexe.

KioueBbie cjoBa — HHGOpPMALIHOHHAsl JHTPONMS, CETH
cBSI3U, OOHapy:xenue aHoMauuii, VHTepHeT  Belnei,
KOMIIbIOTEPHAsi 6€3011aCHOCTD.
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